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HCLSoftware at a Glance

Our global scale, footprint, and key innovation metrics

Texas, Chelmsford, Cleveland,

N. Carolina, Austin, RPT (USA) limenau, Hamburgy.| AyiBangalore, Noida
Canada (Germany) (Israel) (India)
$'|.4B-I'f $230M+ sisssasan,, sensiititen, |
Enterprise Software
Business qurly R&D Spend RE ot rrreseeeen
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8K+ 10K+

HCLSoftware )
Employees Global Clients

4 N N ) San Francisco

45 ciooal 19 130+ e

‘ Innovation T 411 I 4 LNl
Offices Centres Countries RHHE i Pune Vijayawada,  111H@EE
sessees seens Bengaluru, Madurai, +-- seeane
\_ O\ L J Janas Noida (India) -
Australia
Rome  Rome, Milan
(Italy) (Italy)
@ Key Offices @ Lablocations
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[ Intelligent Full-Stack Observability

Premerite udaje na pouzitefné poznatky.

Infrastructure Automation & Orchestration

® Automatizujte a orchestrujte cely IT ekosystém a
eliminujte manualne zasahy

|nte"igent Intelligent Service Management
. ® Zlepsite poskytovanie sluzieb pomocou
O pe ratlons inteligentnej automatizacie

Autonomous Endpoint Management

o Posilnite spravu koncovych zariadeni efektivitou

GenAl, aby ste zlepsili digitalnu skusenost
zamestnancov

{ Policy and Compliance

Posilnite bezpeCnostny postoj a umoznite nepretrzity
sulad

HCLSoftware



Industry Security and Compliance Solutions

The Market’s Only Delivery Automation + Compliance Enforcement +
Vulnerability Remediation Solutions for your Industry.

Financie Zdravotnictvo Verejny sektor
RBI, NIS 2, DORA, HIPAA, FISMA, PCI CISA KEV, FISMA,
PCIDSS, CIS, NIST DSS, CIS, NIST CSF PCI DSS, CIS, NIST
CSF CSF

HCLSoftware
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HCLSoftware

Copyright© 2023 HCL Software Limited | Confidential

HCL BigFix je jedina platforma pre
spravu koncovych zariadeni, ktora
umoznuje IT a IT Security plne
automatizovat vyhladavanie, spravu
a opravy — lokalne, virtualne alebo
V cloude — bez ohladu na operacny
systém, umiestnenie alebo
pripojenie.

HCL BigFix

Enterprise Security




BigFix Endpoint Management

Zabezpeclenie a sprava vsetkych koncovych zariadeni

Vzdialena
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Vyzvy v oblasti spravy a zabezpecenia koncovych zariadeni

IT operacie Kyberneticka

PriliS vela nastrojov, bezpecnost’
agentov a konzol
Specifickych pre operacny
systém

Rychla naprava zranitelnosti

Zero trust
Praca odkialkol'vek

Znizenie nakladov na IT Ochrana podniku

Znizenie nakladov na Udrziavanie nepretrzitého

softvér suladu s predpismi

Sprava multicloudu _ _ )
Odhalenie zraniteného

Sprava loT a kioskov softvéru

HCLSoftware Hg&wgigpix 10



Ekonomicky dopad nasadenia riesenia BigFix

Efektivna sprava koncovych zariadeni prinasa hmatatelnu hodnotu

Vyzvy v oblasti 000
spravy koncovych g @) Qﬂﬂ

zariadeni Zdlhava oprava Prilis vela nastrojov Nedostatok Nedostatok zru€nosti
zranitelnosti A agentskych rieseni viditel'nost’
Nek id ] V roku 2025 bolo
Takmer 1/3 vSetkych Typicka organizacia eronsoiidovana priblizne 4,5 miliona
. . oy . oy , : sprava koncovych SecrlernifE
zistenych zranitelnosti pouZiva 14 nastrojov na ) ) e neobsadenyc
. o . . zariadeni zvySuje Al clae lase
zostava otvorenymi aj po spravu koncovych bezpeénostné rizika pozicll v ob’ Y
po roku zariadeni bezpecénosti

i

Sulad s predpismi
a audity

Regulacné pokuty mézu
Vysplhat na miliony

BigFix prinasa 000
54 @ AR

Konsolidovany

e

Rychla naprava Jediny agent a prehlad Zjednodusené Zabezpecenie
zranitel'nosti platforma vietkych personalne obsadenie, nepretrzitého
koncovych menej Specialistov suladu
Stanovte si priority, zrychlitel Konsolidovana sprava zariadeni Vyuzitie jednej sady Eliminuje
napravu zranitefnosti Koncovych zariadeni Jednotny pohlad Zrucnosti konfiguracné zmeny,
v celej flotile znizuje pocet nastrojov zjednoduSuje spravu a Naprie¢ vietkymi OS vykonava napravy,
koncovych zariadeni a zlozitost' IT kontrolu a zniZuje riziko a druhmi zariadeni a predchadza pokutam
Ekonomicky dopad -~ . . . b . . e ess : .
Znizenie Znizenie vydavkov na ZlepsSena viditel'nost EfektivnejSie vyuzitie Menej pokut za
bezpecnostnych rizik IT a kontrola fudskych zdrojov nedodrzanie predpisov

HCLSoftware
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BigFix Cyber FOCUS

,Prvé rieSenie na odstranenie zranitelnosti, ktoré pomaha timom spolupracovat na
stanoveni priorit “ zranitelnosti, predpisat najefektivnejSie stratégie napravy, zabezpecit

ochranu prostrednictvom okamzitej ndpravy a preukdzat lepsSie vysledky v oblasti
kybernetickej bezpecnosti.”
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Ako ste vystaveny
znamym utocnikom?

HCLSoftware

Vase vystavenie
znamym
zranitelnostiam?

Vase vystavenie
objavenym
zranitelnostiam?

Osvedcené znizenie
kybernetickych rizik pre
vrcholovy manazment?

HCL BigFix 12



CISA KEVs Exposure Analyzer

Identifikuje prioritné vystavenia sa
CVE v katalégu znamych zneuzitych

zranitefnosti CISA na zaklade toho, i
BigFix tieto CVE oprauvil.

Porovnava vase prostredie s terminmi
splatnosti stanovenymi CISA pre CVE a
vas vykon oproti tymto terminom.

Poskytuje informacie o pocte
vystavenych zariadeni a intenzite
zranitefnosti. Poukazuje na plochu utoku
a medzery, ktoré treba riesSit okamzite.

Porovnava stav vasich zariadeni s
nevyhnutnym obsahom patchovania
podla aktualnych bezpecfnostnych
Standardov.

HCLSoftware

CISA Known Exploited Vulnerabilities @

CVE-2020-1054

CISA Known Exploited Vulnerabilities by CISA KEV Due Date

NIST Details

HCL BigFix

13



Advanced Persistent Threat
CVE Analyzer

1. Potvrdzuje prioritné vystavenie sa CVE, o
ktorych je zname, ze ich pouzivaju skupiny 172 49 18 13 2 90
M ITRE ATT&CK- Total Devices Servers Desktops Laptops Mobile Cloud

MITRE Advanced Persistent Threat Groups @ Total Exposure Count: 40 (2

2. Zahrna simulator napravy CVE, ktory e o o e o e e e e s s
umoznuje okamzitu analyzu zmien v oblasti
utoku zranitefnosti v realnom Case.

VE to impact the most WTRE APTs
iy midigating CVE=-201 70158 will reduci

@ attack surface of cormelaled MITRE APT

3. Predpisové usmernenie poskytuje
odporucané napravné opatrenia.

% 8% This cve has bean cormelated

4. Poskytuje informacie o pocte vystavenych

zariadeni a hustote zranitelnosti zariadeni. I I I|III hl o BRI K CUESIEATN. The omhe II
5. Porovnava potrebny obsah patchovania “ I I -

pomocou BigFix na neopravenych
zariadeniach s cielom okamzitého
odstranenia znamych CVE.

Predpisové usmernenie

HCLSoftware HCIs:glgle



0 BigFix Devices Apps v Deployments Reports

Insights for Vulnerability Remediation  scectafavoritereport ~~ ~

Top 10 Critical Severity Exposures By CVE ~ Breakdown by CVSS Severity Top 10 Vulnerabilities By
1 1207
100
o 80+
. |
o 60 —_—
CVE-2025-60724 18 o
=
=5 50-
>
30 _
w L
ove 20« N l=-HER=N_ .
S 2 z = = & &
High 784 | Low 10 & S & @ & @ E
& & & & & & &
Rapid7 Import Data
1148 vulnerabilities as of Oct 1,2026 @ View: 20 - 1
(] Rapid7 Vulnerability T 1 o T Severity Score T Severity cvss T, CVE IDs Published T Rapid7 Count ©® T, Exposure ® |,

v v mm/dd/yyy.. -




0 BigFix Devices Apps v Deployments Reports

10 .

cve s [ lm HEEN_

~ (=] -+ ~ — o~

Critical 109 | Medium 245 s I I T 3 39

High 784 Low 10 @ @ K @ @ @

o (=1 o (=] (=3 o

o~ o~ o~ o~ o~ o~

Rapid7 Import Data
1148 vulnerabilities as of Oct 1,2026 @ View: 20
[] Rapid7 vulnerability T, o T, Severity Score T Severity cvss T, CVE IDs Published T Rapid7 count @ T, Exposure @
v v mm/dd/yyy.. -

|:| Microsoft Windows: CVE-2026-20840: Wi... microsoft-wi.. 7 Severe High CVE-2026-20840 3 Jan 13, 2026 7 18
|:| Microsoft Windows: CVE-2026-20839: Wi... microsoft-wi.. 5 Severe Medium CVE-2026-20839 5 Jan 13, 2026 7 18
|:| Microsoft Windows: CVE-2026-20838: Wi... microsoftwi.. 5 Severe Medium CVE-2026-20838 3 Jan 13, 2026 7 18
[] Microsoft Windows: CVE-2026-20837: Wi.. | microsoft-wi.. 7 Severe High CVE-2026-20837 3 Jan 13,2026 7 18
|:| Microsoft Windows: CVE-2026-20836: Dir... microsoft-wi.. 7 Severe High CVE-2026-20836 3 Jan 13, 2026 7 18
|:| Microsoft Windows: CVE-2026-20834: Wi... microsoft-wi.. 5 Severe Medium CVE-2026-20834 3 Jan 13, 2026 7 18
|:| Microsoft Windows: CVE-2026-20832: Wi... microsoftwi.. 7 Severe High CVE-2026-20832 3 Jan 13, 2026 7 18
[] Microsoft Windows: CVE-2026-20831: Wi.. | microsoft-wi.. 7 Severe High CVE-2026-20831 O3 Jan 13,2026 7 18
|:| Microsoft Windows: CVE-2026-20829: TP... microsoft-wi.. 5 Severe Medium CVE-2026-20829 3 Jan 13, 2026 7 18



Rapid7 Import Data

1148 vulnerabilities as of Oct 1,2026 @ View. 20

3 Items Selected [l View Selected only Remediate (3)

[ ] Rapid7 vulnerability T . o T Severity Score T Severity cvss T, CVE IDs Published T Rapid7 Count ® T EXposure
v v mm/dd/yyy.. -
Microsoft Windows: CVE-2026-20840: Wi.. | microsoft-wi.. 7 Severe High CVE-2026-20840 O3 Jan 13, 2026 7 18
Microsoft Windows: CVE-2026-20839: Wi.. | microsoftwi.. 5 Severe Medium CVE-2026-20839 [0 Jan 13,2026 7 18
Microsoft Windows: CVE-2026-20838: Wi... | microsoft-wi.. 5 Severe Medium CVE-2026-20838 0 Jan 13, 2026 7 18
HCLSoftware HCL BigFix 17
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s) BigFix Devices  Appsv  Deployments

Remediate Vulnerabilities ©

— . . . Deployment Summary
@ Select content \_J Selectaction () Selecttargets \_J) Configure

Deployment Name *
140 contents View: 20 ~ 1 « > 1lof7pages
[] contentName T, o T Applica.. T, CVEIDs sie T, severity T category T, Type 0 Vulnerability Contents
v v
Next =

|:| MS26-SEP: Cumulative Update for Micros... | 512288201 10 640 CVEs Patches for Windo... ~ Critical Security Update Fixlet

|:| MS26-SEP: Cumulative Update for Micros.. | 512287101 3 678 CVES Patches for Windo..  Critical Security Update Fixlet

|:| MS26-SEP: Cumulative Update for Windo.. | 512400801 2 628 CVEs Patches for Windo... ~ Critical Security Update Fixlet

|:| MS26-SEP: Cumulative Update for Windo.. | 512400805 1 627 CVEs Patches for Windo..  Critical Security Update Fixlet

|:| MS26-AUG: Cumulative Update for Windo... | 512100307 1 193 CVEs Patches for Windo..  Critical Security Update Fixlet

|:| MS26-AUG: Cumulative Update for Micros.. | 512024201 1 194 CVES Patches for Windo..  Critical Security Update Fixlet

|:| MS26-AUG: Cumulative Update for Windo... | 512024901 0 158 CVEs Patches for Windo..  Critical Security Update Fixlet

I:l MS26-AUG: Cumulative Update for Windo... | 512024903 0 158 CVEs Patches for Windo..  Critical Security Update Fixlet

|:| MS26-AUG: Cumulative Update for Windo... | 512041801 0 163 CVES Patches for Windo..  Critical Security Update Fixlet

HCLSoftware HCL BigFix 18
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® BigFix Devices Apps ¥ Deployments

Reports

Severity by Release Date

17 days

Total Patches 26
Unspecified

-

- & 00 o O

Important
Moderate
| critical
I Low

2201 patches ¢ Reset all filters [ Reset columns

[] patchName * 1

PatCh Select a favorite report -

8-30 days

140

-RR&Y

By OS Family

1904
296

Windows Drivers Details Generation Task

Set up Network Share for Office 365 - Office 2013

Set up Network Share for Office 365 - Office 365

Set up Network Share for Office 2016 - Office 2016

O 0000

Set up Network Share for Office 2021 - Office 2021

HCLSoftware

31-90 days >90 days
267 1754
90 1131 Linux Patches
85 275 | windows Pa..
65 290
22 13
5 45
Relevan.. T i OpenaA... T i1 D
1
35 3000
35 365015
35 365063
35 365115
35 365116

Hide Summary

19

By Category
Security 1082 Configuration 15
Service Pack 0 Audit 6
Enhancement 135 Other 41
Bug Fix 922
| osxPatcnes
View: 20 1 - > 10f111pages
Site Name Severity Software CVE IDs Catei
v
Updates for Windows Appl...
Patches for Windows Unspecified Office 2013 Unspecii
Patches for Windows Unspecified Office 2016 Unspecii
Patches for Windows Unspecified Office 2016 Unspec|i
Patches for Windows Unspecified Office 2021 Unspec|i
HCL BigFix

Enterprise Security



Devices

() BigFix

Apps ¥

Deployments

Reports

Patch

Hide Summary

Select a favorite report - Save Report
Severity by Release Date By OS Family By Category
Security 56 Configuration 0
1-7 days 8-30 days 31-90 days > 90 days Service Pack 0 Audit 6
Enhancement 0 Other
Bug Fix 0
Total Patches 4 22 22 13
Critical 4 22 22 13 Windows Pa_. 52 I 08 X Patches 1
I Important 0 0 0 0 I Linux Patches 9
| Low 0 0 0 0
| Moderate 0 0 0 0
| unspecified 0 0 0 0
62 patches ﬁ;" Reset all filters [ Reset columns View: 20 1 = > 1of4pages
(] PatchName 7 i Relevan.. T OpenA.. T, ID Site Name Severity Software CVE IDs Categl
1 :
D MS26-SEP: Cumulative Update for Microsoft server operating system version 21H2 - W... 10 0 512288201 Patches for Windows Critical Win2022 640 CVEs Securit:
D Microsoft Unsupported: Windows 10 version 22H2 for Home, Professional, Pro Educati... 9 0 658 Patches for Windows Critical win10 Microsd!
D Notepad++ 8.9.8 Available (Superseded) 6 0 4001378 Updates for Windows Appl..  High 6 CVEs Securit
D Notepad++ (x64) 8.9.8 Available (Superseded) 6 0 4001385 Updates for Windows Appl..  High 6 CVEs Securit!
D Mozilla Firefox (x64) 154.0 Available 4 3 6082619 Updates for Windows Appl..  High 58 CVEs Securit!
E] Mozilla Firefox (x64) 155.0 Available 4 3 6082674 Updates for Windows Appl..  High 29 CVEs Securit!
HCLSoftware HCL BigFix
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Dohody o urovni ochrany
(Protection Level Agreements)

Meranie vykonnosti napravnych opatreni v porovnani
S nastavenymi cielmi

[1 Zosulad'uje IT operacie s obchodnymi
cielmi , priCom vyvazuje obchodné ciele
s toleranciou vocCi kybernetickym rizikam.

1 Vyuziva zakladné linie, ktoré kombinuju
kritickost’ aktiv, kritickost CVE,
pozadované urovne naprav a Standardy
dodrziavania predpisov s dohodnutymi
uroviiami zabezpecCenia v organizacii.

1 Sprava PLA zobrazuje vykonnost naprav
pre konkrétne skupiny.

HCLSoftware

Days to Remediate

60

20

0

Agreed PLA I Within PLA I Beyond PLA

Java Patches Critical Server Patches Critical Workstation Patches

Protection Level Agreements (PLA)

HCL BigFix

21



HCLSoftware

Typicka infrastruktura akejkolvek organizacie

HCL BigFix

Enterprise Security
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HCLSoftware

Problémy: prilis vela nastrojov, rieseni a pomocok

Microsoft ¥ % T e
54 Intune O ~ System Center
Configuration Manager

- System Center

- Configuration Manager
Workspace ONE

"‘ Mobilelron ivanti'
& HESGEARS B .
*2:BlackBerry J J am f

Ludia Procesy Nastroje Ludia Procesy Nastroje Ludia Procesy

HCL BigFix

Enterprise Security

Copyright© 2023 HCL Software Limited | Confidential



HCLSoftware

ldealny pristup: efektivna konsolidacia riadenia

Spravujte kazdé A

HCL BigFix

Enterprise Security

Copyright© 2023 HCL Software Limited | Confidential



HCLSoftware

Jedna z najvacsich svetovych IT organizacii, HCL Global Infqg
iImplementovala BigFix.

limi

BigFix viedol k

100 000 serverov a pracovnych stanic na Celoo%vggéM y

« Fragmentované riadenie
: : * Flexera s

« Zdlhavé cykly oprav . Redh4l

* MnoZstvo nastrojov - Nedostato¢na viditelnost 4

* Roamingové koncové zariadenia Y

Cost, Compl exity, Response Time

Vysledok?

Znizené naklady na softvér a zlozitost' IT, zjednoduSené procesy p
zamestnancoyv, jasné poziadavky na Skolenia a skrateny cyklus opra
zranitefnosti a efektivna sprava koncovych zariadeni.

Previously

HCL BigFix

Enterprise Security

Copyright© 2023 HCL Software Limited | Confidential



HCLSoftware

,Konkrétny okamih* verzus nepretrzity sulad
99 %+ sulad

T Agent BigFixu bezne dosiahnutelné!
neustale vynucuje dodrziavanie pravidiel / b
s okamzitym hlasenim zmien @
O
O]
=
IO
a
£
o}
o
©
©
>
4
O,
Disconnected endpoints Patch Tuesday gap
= increased risk = increased risk

Time

HCL BigFix

Copyright® 2023 HCL Software Limited | Confidential Enterprise Security



Market Data

Akeé su dnes klucové problémy SAM?

Softvérova strata

w Gartner odhaduje, ze podniky m6zu

plytvaju cca 30% ich softvérovych
vydavkov

——a

69 % podnikov bolo vyzvanych k auditu v
priebehu poslednych troch rokoch*

: Riziko suladu s predpismi
65

H C LSOftware * Spravujte prieskum auditu softveru



INE SAM RIESENIA BIGFIX

jdu problémy Najde a vyriesi problémy

Najdu neaktivny softvér e Najde neaktivny softvér
o Odinstaluje neaktivny softvér

Najdu nepouzivané licencie

e Najde nepouzivané licencie
Najdu verzie softvéru, ktoré nie su v e Nasadi softvéru
sulade s predpismi

e Najde verzie softvéru, ktoré nie su v
sulade s predpismi

y = VRS A

S BiiFixom nie ste len SAM — ste softvérovym guvernérom.




BIGFIX

Najde a vyrieSi problémy

Certifikované spolo¢nostami Oracle a

Najde neaktivny softvér IBM

Odinstaluje neaktivny softvér

Sedem metod objavovania

Najde nepouzivané licencie v . v ,
zabezpecuje bezkonkurencnu presnost

Nasadi softvér

. : , . L. Vlastny katalo
Najde verzie softveru, ktoré nie su v 7 5

sulade s predpismi

N ravnz

Prehlady riadené umelou




$2M

Spend

Top 5 Publishers

Spend

'¢

@ Adobe
® BM

@ Microsoft
@ oracle
@ sap

Contracts

100

Renewal in 30 DayS

Spend Trend per Type

e 10nNL —

./

$ 662K
$ 120k
$ 456k
$ 164k

$ 145K

$500k

Potential Savings

Top 5 Spend Breakdown

Cost Centers

150

100

: 1

@ 1T Services

@ Facility Maintenance
@ Finance Operations
@ Marketing Support

@ Customer Support

150

Renewal in 90 Days

$ 662K
$ 456k
$ 164k
$ 145K
$ 120k

$272k©

Underlicensed

Projects

150

100

; Ill

B sales

@ Human Resources
@ Product Development
® Lecal

@ Logistics

50

Uncontrolled Products

$ 762K
$ 556k
$ 184k
$ 165K

$ 140k

Spend by Categories

@ Operating System
@ Middlieware

@ Productivity

@ Development

@ Entertainment

@ Business

@ Graphics and Multimedia Utility

@ Network and Security

@ Internet and communication

1500

Non-Compliant Products

$82,933
$25,023
$8,232
$5023
$5023
$5023
$3453
$1822

$933

Spend Quarterly 2024

0 50 100 150
@ atr1 $ 662K
@ atr2 $ 120k
@ atr3 $ 456k



Kompletna ponuka riesenia BigFix

Key Capabilities BigFix BigFix BigFix BigFix BigFix

Lifecycle Compliance Remediate Inventory Workspace
Enterprise

N

Comprehensive patching v
Pre-built and tested OS patch content v
Extended catalog of 3rd party apps for Windows

Vulnerability remediation with CyberF OCUS Analytics

By By
< BN B

Data analytics/integration platform
Software and OS distribution and updates

Server automation / task sequencing

D N N N N N N

Desktop control and energy management

D N N N N N N NN

Configuration checklists for CIS, PCI-DSS, and DIST STIG v
containing more than 44,000 checks

Continuous compliance policy enforcement v
Security configuration management v
Multi-vendor anti-malware management

Hardware inventory v

AN
D N N N NN

Software inventory with catalog of 100,000+ titles v

HCLSoftware HCIgglgle 31
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