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Standardné vyzvy

Kontinuita podnikania a ochrana udajov su kritickymi problémami kazdej organizacie

Minimalizacia
vypadkov

Vypadky dostavaju firmu
do rizika v oblastiach ako
sU reputacia, financie a
produktivita
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Znizovanie
nakladov

Naklady na udrzbu
zaloznych lokalit a
infrastruktary moézu byt
neunosné

Riadenie
komplexity

Riadenie komplexnych
prostredi s dodrzanim RPO
and RTO standardov
je Casto naroc¢na uloha pre IT

Zabezpecenie
suladu

Regulacné poziadavky a
poziadavky na sulad s
uchovavanim a ochranou
Udajov mozu byt narocné
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Skalovanie
ochrany
Ochrana systémov a dat

mimo kritickych aplikacii je
Casto nerealna



Disaster Recovery v Cloude

 Tradicné DR je nakladné

« Zvladnutie IAC a vyuzitie Cloudu je pre oblast
DR ,Game changer”

Vacsina zdrojov je vytvorenych len ked
nastane aktivacia DR

Spbsob ako znizit naklady na DR,
ekonomicky efektivnejsie

Dobre nastavenou automatizaciou sa vyrazne
skrati cas vypadku
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Third-party service provider
- SaasS or hosting
3%

Fire
0%

Third-party cloud provider
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Software, IT systems Fire suppression
error / 4%
22%
Cooling I don't know
13% 0%

Not known (the cause was never established) ‘
1%

Info security-related
2%

93

Priemerny cas
vypadku v minutach

$8,850

Priemerna strata
za minutu vypadku




Vyzvy riesenia Disaster Recovery v Cloude

« N3jst a udrzat minimalny DR ,footprint”, ktory
zabezpeci adekvatnu ochranu a zaroven
minimalizuje replikacné naklady

 Kontinualna synchronizacia dat medzi
produkcnym datovym centrom a DRS

 Vytvorenie a udrziavanie automatizovanych
procesov preklopenia a obnovy

 Alokacia ludi a IT zdrojov na pravidelné
testovanie DR prostredia
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Typy zdrojov

D

Traffic Manager
(DNS Routing)
Before Failover After Failover

* Sluzby, ktoré musia byt
prevadzkované aj v cloude

Primary Site (On-Premise) Azure Failover Site

 Zdroje, ktoré nemaju data
 Synchronizovat pomocou Azure

AD, SQL, VPN ...
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Linux Web
Physical Machine
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Site Recovery
Unified Gateway

Site Recovery

Blob Storage

Recovery VMs

Linux Web VM*

-E:) *VMs

Site Recovery i = Ad o ceted
* Je mozné ich vytvorenie 2 getoway Vi e Gatewsy o) o
aUtOmaUZO\/at’ Dynamics CRM Dynamics CRM
Server VM Server VM*
() Zd rOje, ktoré majlj déta a nemé me . ‘E> Active Directory replication ) A | DNSQ\?\?
. R Y arePoint Active zure Active 4
ICh a uto matlzova ne App VM Directory Directory
« Vieme ich synchronizovat cez I T -
(Recovery Plan orchestrated <@ ° 0> SQll'Server

by Site Recovery)

Azure Site Recovery alebo 3rd QL server
party nastroje

Virtual Network 2016 VM
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Azure Site Recovery

« Podpora pre kritické aplikacie

Exchange

« Podpora pre on-premise Hyper-V, VMWare, Azure ==
Stack a fyzické servery s Windows a Linux S5 sherant A

« Zabezpecuje kontinualnu replikaciu VMs putomted .
o e |a

« Jednoducha sprava — automaticka replikacia, Enerypted : Downtime
ochrana na zaklade definovanych politik, R B =
orchestrovana obnova 8 SA —

Exchange SAP SharePoint App n

* Testovanie funkcnosti VMs bez zasahu do replikacie 9

* Flexibilné prepinanie na jednotlive sluzby $:7% 2 7
SyﬂChrOﬂIZOva ﬂé dO AZUI’e V (vZaSG p|éﬂOva ﬂ>//Ch On-premises/cloud Datacenter
odstavok
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Nastavenie replikacie

* Recovery Point Retention
* App Consistency
* Multi VM Consistency
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Configure replication settings

Replication policy

Create new 4

Name 24-hour-retenti...

Recovery point retention 24 Hours
App consistent snapshot frequency 4 v | Hours

Multi-VM consistency

Do you want to enable Multi-VM consistency by creating a new Replication group? @
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Recovery Plany

DR-Drill-RecoveryPlan [

Recovery plan

* Vytvorenie modelu aplikacie so
zavislostami

« Automatizacia taskov obnovy — redukcia
RTO

* Testovanie funkcnosti failover a recovery
planov

 Orchestracia viacerych recovery planov
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J This recovery plan contains 5 machine(s).

&

STAGE NAME

All groups shut down

> All groups failover

P Group 1: Start

¥ Group 2: Start
ContosoSQLSrv1

¥ Group 3: Start
ContosoAppSrvi
ContosoAppSrv2

¥ Group 4: Start
ContosoWeb1

P Group 4: Post-steps

DETAILS

5 machines in 4 groups.

1 Machine
1 Machine
Machine
2 Machines
Machine
Machine
1 Machine
Machine

1 Step




Testovanie Failoveru

Home > Recovery Services vaults > ContosoEUS - Recovery Plans (Site Recovery)

ContosoEUS - Recovery Plans (Site Recovery)

Recovery Services vault

«
£ Search (Ctrl+/) + Recovery plan
~ L Filter items...
Manage
% NAME SOURCE TARGET
Backup policies
T DR-Drill-Recover... South Central US  East US

=: Backup Infrastructure
=% Site Recovery infrastructure

Recovery Plans (Site Recovery)

Backup Reports

Monitoring
Alerts

Diagnostic settings

Backup Jobs

CURRENT JOB succ... SUCCESSFULFA...
@ Test failover cleanLE Pin to dashboard /<>
Customize

Test failover

Failover

Delete
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Co Vam vie pontknut PosAm?

Konzultacie

» Poskytovanie viastného know-how

 Participacia na dizajne DR

« Skolenia pre vybrané néstroje a postupy

Implementacné sluzby H D
* Implementacia DR pre vybrané komponenty @

| L(
alebo kompletnej infrastruktdry / ZZLIEESS \ é

« Automatizacia nasadzovania komponentov a

prostredi
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Dakujem PosAm
za pozornost’ -

www.posam.sk



