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Paradigmy spravy infrastruktury

* Proceduralne versus deklarativne definicie
* Proceduralne definicie su vacsinou skripty, ktoré obsahuju
sekvencny postup krokov ktoré treba vykonat
* Deklarativne definicie Specifikuju vysledny stav a systém sam
vykona prislusné kroky bez toho aby sme definovali ich poradie

e Mutable versus immutable infrastruktura
* Pri mutable infrastrukture sa zmeny (OS update, patches) robia
na zivych, produkcénych systémoch
* Priimmutable infrastrukture sa systémy neaktualizuju ale sa
kompletne prenasadia ked' to je potrebné

* Orchestracia versus sprava konfiguracii
* Orchestracné nastroje (Terraform alebo AWS CloudFormation)
zabezpecuju uvodné nasadenie alebo konfiguraciu
infrastruktury
* Nastroje spravy konfiguracie (Ansible, Saltstack, Puppet, Cheff)
automatizuju konfiguraciu komponentov, aplikacii a kontrolu
nasadenych zdrojov




Prevadzkovy toolset IaC - pm

Run / Development
Connect / Networking @ Nomad

Multi-Cloud
Application Delivery

, Provision / Operations . V Vault a Multi?C|0ud - i i
Service Networking Heterogeneous Workload

Orchestration

ii’ Terraform Multi-Cloud _ _ _ Multi-datacenter
. Security Service Registry & Discovery Orchestration

Multi-Cloud i. Packer Service Mesh

Infrastructure Secrets Management

Provisioning Encryption as a Service

Reproducible Infrastructure
as Code

Compliance & Management
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Demo infrastruktura roshm

Corporate Network

Virtual Private Cloud

name =
cidr
vpc_offering

network domain
zone

resource "cloudstack vpc" "vpcl" {

"vpcl"

"10.0.0.0/16"

"Default VPC offering"
"test.local”

“pl testdev”




Demo infrastruktura oz

Corporate Network

“ + Firewall

Virtual Private Cloud

USEFUL
TECHNOLOGIES

resource "cloudstack_network acl _rule" "default" {
acl_id = cloudstack _network_acl.default.id

rule {
action
cidr_list
protocol
ports
traffic_type

}

rule {
action
cidr_list
protocol
traffic_type

= "allow"

["0.0.0.0/0"]

lltcpll

[Il443ll’ ll22ll, "86“’ "9160"]
"ingress"

"allow"
["0.0.0.0/0"]
Ilallll
"egress"”




Demo infrastruktura rosm [

Corporate Network

---
XX Virtual router
_ + Firewall + DHCP/DNS

Virtual Private Cloud

resource "cloudstack network" ,frontend" {
name = ,,frontend"
cidr = "10.0.1.0/24"
network_offering "DefaultIsolatedNetworkOfferingForVpcNetworks™"
zone var.zone
vpc_id cloudstack_vpc.vpcl.id
acl id cloudstack _network acl.default.id

resource "cloudstack network" ,backend" {
name = ,,backend"
cidr = "10.0.2.0/24"
network_offering "DefaultIsolatedNetworkOfferingForVpcNetworks"
zone = var.zone
vpc_id cloudstack_vpc.vpcl.id
acl_id cloudstack _network_acl.default.id



Demo infrastruktura rosm [

Corporate Network ]
XX Virtual router

EXXEB - Firewall + DHCP/DNS

Virtual Private Cloud

resource "cloudstack_instance" "server-1" {
name = "server-1"
display name "server-1"
service_offering = "medium-v2"
network_id = cloudstack_network.frontend.id
template = "centos-75-v1.0"
zone var.zone

resource "cloudstack_ ipaddress" "server-1l-publicip" {
network_id = cloudstack_network.frontend.id
vpc_id = cloudstack _vpc.vpcl.id

}

resource "cloudstack_static_nat" "server-1l-snat" {
ip _address_id = cloudstack_ipaddress.server-1-publicip.id
virtual_machine_id = cloudstack_instance.server-1.id

}



Demo infrastruktura rosim [

Corporate Network — Virtual router

w + Firewall + DHCP/DNS

Virtual Private Cloud

Frontend Network Backend Network

- -

Server-1 Server-2



Co vie priniest Infrastructure as Code?

* Rychlejsie a predikovatelné zmeny na infrastrukture, menej chyb
* Rychlejsie a menej nakladné nasadenie aplikacii

* Po zavedenilaC, flexibilnejsie vyuzitie prostredi
» ,Self service” pre vyvojarov — vytvorim/otestujem/zmazem

« Standardizacia konfiguracie prostredi, vyuzitim , katalégovych”
komponentov

* Lepsie vyuzitie vykonu — vypinanie/mazanie nepotrenych
prostredi (Skoliace, testovacie, developerské)




Vyzvy pri implementacii laC Posam

Podvozok pre laC
* Zmena architektury infrastruktury
* Vybudovanie Privatneho cloudu

Programatorské zrucnosti infrastrukturnych
Specialistov
* Naucit ich pracovat ako vyvojarov

Zavedenie nastrojov orchestracie a konfiguracného

manazmentu
* |aC nastroje s jednoduchym deklarativnym Jazykom
a modulmi pre infrastruktirne komponenty

Zmena procesov a kultury
* Eliminacia schvalovaniatam kde to je mozné (self
service)
* Bezzmeny procesov a kultury sa nedosahuje
pozadovana efektivita



Zavadzanie laC oy [

Zavedenie programovatelnejinfra

Privatny cloud alebo prechod do Cloudu

Vytvaranie docasnych a nizsich projektovych prostredi

VyuZivanie pri vytvaraniserverov a sietovej infrastruktury

Rozsirenie vyuzivania laC pouzitim "katalogovych" komponentov

Vyvoj a reuse Standardizovanych komponentov

Doplnenie dalSich nastrojov a technik

Vyuzivanie immutable konceptu (nielen kontajnery)

Validacné testovanie po nasadeni (Ci bolo vSetko nasadené spravne a
funguje ako ma)

Dopojeniedo CI/CD workflow
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ylnstantné” Disaster Recovery

Klasické DR je velmi nakladné

Zvladnutie l1aC je ale pre oblast DR
,Game changer”

Vacsina zdrojov je vytvorenych len
ked' nastane aktivacia DR
. Ekonomicky efektivnejsie

Dobre nastavenou automatizaciou
sa vyrazne skrati ¢as vypadku
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Automatizacia produkcie

Dynamické pridavanie kapacity v produkénych prostrediach
*  Schopnost reagovat na ,narazové“ vyuzivanie systémov ich pouzivatelmi

 Automatizovanyrollback

PosAm
' TECHNOLOGIES

. Pomocou laC je rollback v pripade problémov pri nasadeni podstatne jednoduchsi

PROD (produkcné)

PrePROD (zaloZzné)

INT/UAT (integracné, akceptacné)

TEST (testovanie)

DEV (wvoj)

Relative Cost to Repair Defects When Found at Different Stages of Software Development
X is a normalized unit of cost and can be expressed terms of person-hours, dollars, etc.

Requirements Gathering

Integration and Early Customer

and Analysis/ Coding/Unit Component/RAISE  Feedback/Beta Test  Post-product
Architectural Design Test System Test Programs Release
X 5X 10X 15X 30X
25x
20x
15x
10x
5x
0x
5 : System / :
Requirements / Coding Integration / Acceptance Production /
Post-release

Architecture

Component Testing Testing



DevOps -> AlOps

*  Predikcia vytaZenosti zdrojov v prostrediach

e  Priklady predikcii (Deep learning):

Ak vieme odhadnutvytazenie vypoctovych
zdrojov v buducnosti, vieme tieto zdroje
presuvat medzi PROD a PREPROD (napr. perf
testy, endurance testy, Releasy bez
,downtime-u“)

Vytazenie CPU pre VM (server) na 10 hodin
dopredu (Data: PosAm 2020)

Pocet dotazov na systém na 10 hodin
dopredu (Data: NASA 1995)

Ale aj pocet pouzivatelov,dokumentovvo
fronte, atd. (plus kombinacie)

AlOps
|

Security

Service Health
Modeling

Availability

Perf

Service Health
Anomaly Detection

KPl1 anomalies

Service/Infra

Resource utilization ({owverhead / leak) I

Infra analytics (e.g.. power, cooling) I

Intelligence HW Failure Prediction |
Predictive analytics SW failure prediction |

Workload/Capacity I

Incident/outage I

Auto-
recover/healing

Recover option auto suggestion

Risk assessment

Programming
Intelligence

Code review intelligence

|
|
Code defect detection |
|
]

APl/code suggestion

CICD Intelligence

Rollout risk detection and auto-stop l

Dev Productivity
Intelligence

Strategy optimization (Order/Timing) I

Auto-triage (Suspicious component) I

Auto-Triage &
Diagnosis

Locate fault I

Interactive diagnosis support I

Mitigation

Mitigation solution recommendation I

Mitigation decision support I

Customer Behavior

Intelligence

Usage pattern detection

Churn analysis

Resource usage optimization

PROD

(produkéné)

PrePROD
(zalozné)

Customer
Intelligence

Proactive Customer
Engagement

Service auto-scale (up/down)

Motifying platform issue before CRI

Customer Support

Efficient communication

oo o e o M W o o M

Fast diagnosis/fix




DevOps -> AlOps Pz

resource "cloudstack instance" "server-1" {

name = "server-1"
display name = "server-1"
service offering = "${lookup(local.densify spec,"appr type") == "all" ?

lookup(local.densify spec, "rec_type") :
lookup(local.densify spec,"cur_type")}"

network id = cloudstack network.frontend.id
template = "centos-75-v1.0"
zone = var.zone

PROD
(produkéné)

PrePROD

(zalozné)




Co Vam vie ponuknut PosAm? -

* Konzultacie k navrhu a zavedeniu laC
e Analyza prostredia a navrh architektury
* Priprava biznis case

* Vybudovanie, podvozku® pre laC

* Implementacia programovatelnych komponentov
* |Implementacia Private Cloud

* ImplementaicalaC
* Implementaciu laC platformy (Toolsetu)
* Skolenia pre vybrané laC nastroje a postupy

e Automatizacia aplikacii a podpornych sluzieb
* Automatizacia prostredi (aj produkcie)
* |Instantné DR
* AlOps
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PosAm

Infrastruktura ako kod a prinos pre podnikoveé IT
1. CotojelaC
2. Demo — ukazka

3. Co je potrebné pre laC a predo je to ddlezité

a) Podvozok pre laC - Nasadit programovatelné
infrastrukturne komponenty, privatny cloud

b) Sefl-service ak tomu prispésobenie architekturu
infrastruktury a procesy prevadzky

4. SpoOsoby vyuzitia

a) Aut. Tvorbu a spravu testovacich a ,tych
nizSich” prostredi (DEV, TEST, INT, UAT ak nie je
PREPROD)

b) Produkiné a Preprod prostredia =~
automatizované. Do produkcie ma pristup len
uzka skupina ludi.

a) Nasadzovanie do PROD sa verifikuje pomocou
PRE-PROD (ten kto ide nejaky balik nasadit do
PROD tak si skontroluje ¢i to ¢o balik obsahuje,

je aj aktualny rozdiel preprod vs. prod.) —
automated rollback and remedaition.

c) Advanced scenare.:

1. DR pomocou cold start-tu
2. Autoscaling PROD a PREPROD.




Co je to Infrastructure as Code?

Vytvorenie, nasadenie a konfiguracia softvérovo definovanej
vypoctovej, sietovej a datovej infrastruktiry prostrednictvom
zdrojového kédu

* VLANs, IPs, VMs, Firewall a LBs, DNS, VPN, Monitoring, Log..

Aplikacia procesov a prostriedkov tradicne spajanych so
softvérovymvyvojom na spravu IT infrastruktury

* Git, Nexus, IDE, Secret management, Cl/CD Tools etc.

laC je zakladnym stavebnym prvkom pre automatizaciua moze
podstatne zlepsovat DevOps

K implementacii 1aC je potrebné pridat aj nasadenie
orchestracie a nastroje na spravu konfiguracii

laC nemusi byt pouzité pre celu infrastruktiru




